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Dynamics of Dark Web Financial Marketplaces:
An Exploratory Study of Underground Fraud and
Scam Business

Bo Ra Jung, B, Boston University
Kyung-Shick Chol, Phi), Boston University
Claire Seungeun Lee, PhD, University of Massachusetts Lowell
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Korean American Law Enforcement Organization M

[KALEO 2!E{H] Ben Pak 2|%&

X R EZE 0| F0M 25 ¢ Ot M | oot = QIgh X{O|SHRIE 2| X|otp ot of Ciot @2{7F AKX A
= 7t20, 2 To|sl dE S0 Aot =E0f Cfot M= A =O0HK| 1 JAELICH O2[5t0 gz A=
OIS AEES ESHE T B SHLEQI Korean American Law Enforcement Organization (0|3} KALEO)S &

Note FHXIZ s T2t B AHRE ZAISHASLIC
(®)

- Could you tell us what KALEO is about and how the organization was established?
Our organization was established with 30 officers in 2018 to empower Korean American law enforcement
officers and the community we serve. In the first year of operation, we grew our membership to 200, and we are

currently at over 350 members.

- What are the KALEO’s mission and vision?

Our mission is to foster the promotion and cultural understanding of the Korean American law enforcement
members, strengthen our presence within the law enforcement community and grow the presence of KA law
enforcement officers. We focus on making the maximum positive effort for our community, members, and
volunteers.

KALEO vision is to lead our organization through training, support, and mentorship to ensure the next gen-
eration of Korean American officers have a stable environment for the promotion and healthy careers in the law
enforcement community.

(Continued on page 12)
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Korean American Law Enforcement Organization M

- What are the major accomplishments?
We obtained a $80,000 grant from the state of California to combat the increase of Asian Hate Crime.

- How do you feel about the future collaboration with KOSCA?

It is necessary for all groups to work together to give us strength in numbers.

- Lastly, what are the KALEO's future plans?
We want to grow and see if other chapters will join. For instance, we got a call from San Diego and they want
to expand a chapter of KALEO in San Diego because they don't have enough officers to make their own non-

profit there.
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Korean Americyy
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| ,
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VA h}}fpforcement Organizaiy,

kl
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Link: https://kaleousa.org
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Interview with Dr. Bradford Reyns

Dr. Bradford Reyns
Ph.D. University of Cincinnati (2010)

Current/Past Positions:

2011-Present: Professor, Weber State University
2010-2011: Assistant Professor, Southern Utah University

2009-2010: Visiting Professor, Bowling Green State University

Research Interests:

Victimology, criminology, environmental criminology, crime prevention, fear of crime, cybercrime.

Biography:

Brad Reyns is a Professor in the Department of Criminal Justice at Weber State University. He earned his
Ph.D. in Criminal Justice at University of Cincinnati in 2010. His research focuses on issues within the fields of
victimology, crime prevention, and policing, and has appeared recently in Police Quarterly, Criminal Justice
and Behavior, and Crime and Delinquency. He is the editor of Journal of School Violence and the co-author

of Introduction to Victimology and Criminal Victimization in Higher Education.

(Continued on page 18)

The Korean Criminologist



mailto:heeuklee@weber.edu

Page 18

Vol. 12 No. 2 September 2022

E2D|&/[1]: Interview with Dr. Bradford Reyns

Who has most influenced your work?

| would say several people have influenced my work. First, those who trained and supervised me at Universi-
ty of Cincinnati were and continue to be an inspiration. In particular, I am very grateful to have studied un-
der Bonnie Fisher, Pamela Wilcox, and Jim Frank who provided guidance and mentorship at UC. Those in
my research network with whom | publish research are also an inspiration and encourage me to be better.
Finally, my work was influenced by those who undertook pioneering research in my areas of specialization,

especially Marcus Felson, Chris Schreck, and Wes Skogan.
What are the general tasks as an Editor in the Journal of School Violence?

As a co-editor for Journal of School Violence, | work with the other editor, Ryan Randa, and the publisher,
Taylor and Francis, to process submissions to the journal. This involves screening submissions for appropri-
ateness, overseeing the review process, and making publication decisions. We also are responsible for the

overall vision and impact of the journal.
How are you able to publish many articles?

It's important to have colleagues who are reliable and productive, and | have been very blessed in that re-
gard. | have published many papers with Billy Henson, Ryan Randa, Patrick Brady, Bonnie Fisher, John Sloan,
Dennis Lee, and others that | should mention, but won't for the sake of space. Teamwork is also important.
Finding co-authors who work well together to collectively produce a higher quality product than we could
have produced on our own, which is true collaboration. Researchers who are looking to build out their pro-
fessional networks should get involved in ASC, ACJS, and the regional conferences to make contacts and
network with other scholars. This is one of the critical things learned in grad school as well. Reaching out via

email and introducing yourself can also be the start of a research partnership.

Do you ever get writer's block?

| don't know if I'd call it writer's block, but sometimes sitting down and writing is a challenge. You might be
unmotivated, overwhelmed with other things, or not know where to start. There are a few great papers in
Journal of Criminal Justice Education on this topic that I'd recommend. But, the bottom line is that you have

to devote time to it. When | was at UC, Frank Cullen advised us that we should have writing days that are

(Continued on page 19)
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dedicated to writing and only writing. For example, Wednesday is your writing day, and so you don't teach

or spend time on service on Wednesdays. | think that's great advice, especially for early career academics.
How many different research projects do you tend to work on at one time?

| think a good strategy, which again, | may be borrowing from Dr. Cullen, is to always plan on presenting
something at ASC and ACJS. The goal should be to develop those presentations into papers. If you can do
this, you'll always have at least two projects under way each year. | did this during my early career days and
| think that it worked out really well. Theoretically, that should result in two publications a year, which is suf-
ficient to earn tenure at most institutions. These days, | might have two or three projects in varying stages

of completion going at a time.
Do you have a specific time of the day when you prefer to do research?

Mornings are my most productive time. | like to get an early start on the day and accomplish whatever will
get done that day by early afternoon. I'm sure everyone is different, but for me, my mental and physical en-
ergy is spent as the day wears on. Then again, | have colleagues who are most productive at night, so this is

just something that we all have to figure out.

How many pages do you tend to write per day?

On a typical day, | write zero. | have bursts of productivity, where | can accomplish a lot in one sitting or
one week. But my modal number of pages is zero. When | was working on /ntroduction to Victimology, that

was a different story. | would set word goals for myself, and typically that was something like 1,000 words a

day. It depends on the nature of what you're doing, as well as your deadlines.

Are you a generalist?
My Ph.D. is in criminal justice which is a broad, diverse field, but my research has been pretty specialized.

The bulk of my work has been victimological. Much of it has focused on risk factors for victimization or col-

lege students as crime victims. I've also been involved in studies of cybercrime, fear of crime, and policing.

(Continued on page 20)
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What constitutes a specific research year for you?

In a typical year, | might publish about three articles. I'm also working on a book proposal with some col-

leagues from grad school.
Do you set specific productivity goals in terms of quantity and quality?

Quantity, no. Quality, yes. | think it's important to produce quality research and aim for higher impact jour-
nals. Your likelihood of success is lower, but you'll get good reviewer feedback when you submit to high
quality journals, and that will improve your likelihood of success on future submissions. At the same time, it’
s important to be realistic. The higher impact journals desk reject a substantial proportion of their submis-
sions, so there is also strategy to it. In addition, quality is recognized and you'll begin to develop a reputa-

tion for quality. In the long run, that's what | care more about.
What would you advise junior faculty and graduate students?

| think I've woven that advice into some of my previous answers. To this, | would add two things. First, make
time for family and friends. Being a researcher and/or professor is a wonderful career, but make time for
other things too. Second, it's important to work on what you care most about, and what attracted you to
academia in the first place. For example, teach the subjects you love. For research, investigate questions that
you find interesting and compelling, rather than publishing opportunistically. For service, volunteer your time
to the committees on campus that you feel passionately about. Doing this will ensure that you enjoy what

you're doing and it will be reflected in the quality of your work.
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otESM| 2, XjOlsHIH X|Sts| 5| @l 0 2{&. My name is David Kim. | would like to introduce you to the Uni-

- O

versity of Louisville Department of Criminal Justice.

The University of Louisville is a state-supported research university located in Kentucky's largest metropolitan
area. It was a municipally supported public institution for many decades prior to joining the university sys-
tem in 1970. The University has three campuses. The 287-acre Belknap Campus is three miles from down-
town Louisville and houses eight of the university's 12 colleges and schools. The Health Sciences Center is
situated in downtown Louisville's medical complex and houses the university's health-related programs and

the University of Louisville Hospital. The 243-acre Shelby Campus is located in eastern Jefferson County.

University of Louisville (Uofl) is classified by the Carnegie Classification of Institutions of Higher Education as
a Research 1 (R1) doctoral university. UofL is one of only 146 universities roughly 4% of those considered to
receive this designation. UofL enrolls approximately 23,000 students (Fall 2021) in over 200 bachelor's master’s, and

doctoral programs in 12 schools.

(Continued on page 22)
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Department of Criminal Justice.

As part of the College of Art and Sciences, the criminal justice program is one of the oldest programs focused on

criminal justice issues. The program offers a Bachelor of Science, Master of Science, and a Doctor of Philosophy in

Criminal Justice. The Bachelor's and Master's degree in Criminal Justice is also available as online degree. The pro-
gram also has two active criminal student justice organizations, Lambda Alpha Epsilon & Alpha Phi Sigma. In addi-
tion, the Department of Criminal Justice houses the Southern Police Institute (SPI). The SPI, established in 1951,

provides high-quality training and education for law enforcement professionals.

The Criminal Justice Department has 15 full-time faculty and several adjunct faculty that allow the department to
provide a wide variety of on-campus and on-line courses. The faculty of Criminal Justice is currently involved in
numerous research projects such as the Department of Homeland Security Cybersecurity Grant, Kentucky Sexual
Assault Forensic Examination (SAFE) Kit Backlog Research Project, School Climate, Student Discipline, and the Im-
plementation of School Resource Officers, Understanding the Adoption, Function, and Consequences of SRO Use
in Understudied Settings, Nashville Longitudinal Study of Youth Safety and Wellbeing, LMPD Citizens' Attitude Sur-
vey, and LMPD Vehicle Stops Report.

Applying to the Graduate School (Doctoral Program)
The UofL Doctoral Program admits qualified students once a year (January 15).. The application material require-

ments are:

o Official transcripts from all schools attended.

(Continued on page 23)
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e 3 letters of recommendation

e Personal Statement

e Writing sample

e Curriculum vita or resume

e Completion of graduate-level statistics and graduate-level research methods courses

e GRE is no longer required for Ph.D. Applicants.

Applicants whose native language is not English and who do not hold a degree from a university where the lan-
guage of instruction is English must also submit scores from the Test of English as a Foreign Language, with a

minimum score of 80 on the internet-based test (IBT) or 213 paper-based test (PBT) or 550 (old test).

Funding/assistantship

The Department of Criminal Justice officers a limited number of Graduate Research and Teaching Assistant posi-
tions (GRAs) which are awarded competitively and are intended to support full-time study. Students in the Ph.D.
program may receive a maximum of three years of support as a Graduate Assistant. The Ph.D. Graduate Assistants
are provided a stipend of $19,000 over 12 months as well as full tuition remission and health insurance. The dead-

line for Graduate Assistantship is January 15.

Coursework
The Ph.D. in Criminal Justice is a degree that prepares graduates for careers in academic (e.g., teaching and re-
search) as well as public sector organizations (e.g., research, policy analysis and development, planning, program

development and evaluation).

(Continued on page 24)
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The program consists of a core curriculum and electives that students may use to develop their particular
areas of specialization. The core provides a broad orientation and the electives enable students to develop
expertise in a particular field. The curriculum includes 54 credits:18 hours of core, 18 hours of electives, 6
hours of qualifying project, and 12 hours of dissertation research. Students qualify for official candidacy to

the Ph.D. by satisfactorily completing all course work and qualifying examinations in the core curriculum.

Both full and part- time study is permitted. Part- time students are required to meet residency requirements con-
sisting of 4 continuous semesters of enrollment and participation in departmental activities offered to meet the

need for scholarly integration and academic immersion in the program.

If you have any questions about the doctoral program, please do not hesitate to contact me. Thank you.

David Kim
dyk1@iu.edu

UNIVERSITY OF

LOUISVILLE.
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FAM (Kyungseok Choo, Ph.D.), 2022 Associate Dean, School of Social Sciences, Communication, &
yung

Humanities/ Professor and Director, Homeland Security Graduate Program

Z| 418 (Sinyong Choi, Ph.D.), 2022'F Kennesaw State University, Assistant Professor
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Promotion
H=2= (Don Soo Chon, Ph.D.), 20223 Auburn University at Mongomery, Full Professor
Z4=78 (Sujung Cho, Ph.D.). 20223 Southern lllinois University at Carbondale, Associate Professor

Publication

Z|Z4] W= (Kyung-Shick Choi, Ph.D.), Boston University
BU Today (News, Opinion, and Community)
This MET Cyber Sleuth Helped Find the Man Whole Stole His Identity
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Digital Forensics and Cyber Investigation
by Kyung-Shick Choi, Sinchul Back, and Marlon Mike Tora-Alvarez

DIGITAL FORENSICS &
CYBER INVESTIGATION

Digital Forensics and Cyber Investigation equips students, law enforce-
ment officers, government employees, business employees, and cyberse-
curity practitioners with the competencies and fundamental knowledge
base they need to tackle issues involving cybercrime and cyber investiga-
tions. The book introduces readers to process of conducting successful
forensic examinations of digital devices and computer networks through
hands-on practice and comprehensive exploration of cyber-investigation

teChanueS KYUNG-SHICK CHOI,
SINCHUL BACK, AND
MARLON MIKE TORO-ALVAREZ

(Continued on page 26)
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Over the course of 15 chapters, readers gain foundational knowledge on cybercrime-focused digital foren-
sics and develop their ability to apply this knowledge to cybercrime cases. Opening chapters examine com-
puter ethics in cybercrime investigation and cybersecurity practice, the basics of information technology,
mobile forensics, and email evidence and analysis. In additional chapters, students learn about electronic
vandalism, phishing scams, geo-localization and cyberspace detection, and dark web investigation. They are
provided with historical overviews and proven frameworks for developing strategic plans to counter cyberse-
curity and cyberterrorism attempts and attacks.

Learn more at http://ow.ly/obfZ50K6qVb
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KoSCA Annual Meeting:
November 17th, 2:00 to 4:00 pm at Atrium Ballroom C, Atrium Level

KoSCA Reception:
November 17th, 4:00 to 6:00 pm at Atrium Ballroom C, Atrium Level

st T2
Three Panels Organized by KoSCA Organized Only
Interpersonal Violence Against Children and Youth
Friday, November 18th, 2:00 to 3:20 pm at M302, Marquis Level
Anti-Asian Racism and Violence
Wednesday, November 16th, 8:00 to 9:20 am at M104, Marquis Level
Stalking research: Past achievements and future promises
Friday, November 18th, 2:00 to 3:20 pm at M102, Marquis Level

One Panel Organized and Sponsored by KoSCA, Association of Chinese Criminology and Criminal Justice in
the United States (ACCCJ), and Division of International Criminology (DIC)
Policing in Asia
Thursday, November 17th, 9:30 - 10:50 am at A702, Atrium Level

Two Panels Organized and Sponsored by KoSCA & Association of Chinese Criminology and Criminal Justice
in the United States (ACCCJ)
Hate Crime against Asian-American and Policing
Thursday, November 17th, 5:00 - 6:20 pm at International 3, International Level
Hates Against AAPIs
Friday, November 18th, 11:00 to 12:20 pm at L405, Lobby Level

(Continued on page 28)
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Two Panels Organized by KoSCA & Sponsored by the Division of Cybercrime

The Digital Underground Business and Online Safety

Friday, November 18th, 3:30 to 4:50 pm at L401, Lobby Level

Technology-Facilitated Crimes Against Children

Friday, November 18th, 9:30 to 10:50 am at M104, Marquis Level

GBI Tour (Max 25 people: First Come First Serve)
Wednesday, November 16th, 2:00 to 3:30 pm.
Registration is required at https://forms.gle/hzDCxQJUDiBuE33u8
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https://forms.gle/hzDCxQJUDiBuE33u8

Page 29

Vol. 12 No. 2 September 2022

ASC Pre—Meeting Workshop

ASC Pre-Meeting Workshop: Online and In-Person

The official registration link is open for The ASC (American Society of Criminology) Pre-Meeting Workshop
hosted by Dr. Kyung-Shick Choi at Boston University. There are in-person and online options available! All
proceeds benefit the Division of Cybercrime.

Register via https://asc41.com/.../2022-asc-annual-meeting-workshops/

ASC Division of Cybercrime

ASC Pre-Meeting Workshop

Title : Basic Cybercrime Investigation: Open-Source Intelligence Techniques (OSINT)
Instructor : Dr. Kyung-Shick Choi, Boston University (Contact / g@bu.edu)
Date & Time : Tuesday. November 15th, Time 12-4 PM

Place : M103, Marquis Level Registration Info : hif

Registration Fee : Non-Student (In-Person) $30 / Non-Student (Virtual) $20
Student (In-Person, Virtual) $20

Description

This workshop titled “Basic Cybercrime Investigation: Open Source Intelligefice Techniques
(OSINT)™ aims to equip students/faculty. law enforcement officers. government employees, busi-
ness efaployees. and cybersecurity practitioness with the competencies and fundamental knowl-
edge base they need to tackle issues mvolving cyber investigations, mg open soutce.

The w orkshop covers investigators’ skills to conduct successful 1 \estlganons involving
social media, data brokeérs, andwo) en-source mformation:Topr ernet basies such as IP
addresses and domains;and ani¥erview of curently populdr sock 1a platforms! Instructors
demonstrate free (opén-sourceé)mvestigative tools for social engineering. information gathering,
and artifacts related to social media. L

The avorkshop 1nstruction mcludes instructox presentations and Hands-on tical exercises. The
attendees will be taught the fandamental skills needed to condugt suceessfulonline investigations
involving social media, data brokers. and open-source information.

i

E

Mandatory Operating System Readirements
Personal laptop is required: Microsoft Windows 10 8¢ magOS v10.12 or later.

Check Us Out Online!

L 4

The Korean Criminologist


https://asc41.com/events/2022-asc-annual-meeting/2022-asc-annual-meeting-workshops/?fbclid=IwAR249oJZl3VGrVlFzY5WkO0SU7lryQVn0Femjzm8Ae1qAkQjOgAJJRkuIAQ

Vol. 12 No. 2 September 2022 Page 30

SAAE: |30t & 3ldl g5 LA

S|t A 3|H] HE oty

AUBIAM 2 A HE

40| SQl0| St=ut 0|0 M| I HAALY A0 2 A= BE YZ[SHAt= KOSCA 2|22 7HY
ot = ASLICEL 7tYS Hoth = 2HME =@M (FACRZE-28)E &85t AM Membership Com-
mittee Chair (221=)0A ELIZFA|Z| BHELICE 7| E2| 2| A M= Hg0] HEE 4202 (BT A W
=4 Y& S) FMUYME M HGotM EUFAIH FLCH £ Yo AME 2L [ 2 AFE HolH

CRIME AND JUSTICE

SINCE 2009

The Korean Criminologist



file:///C:/Users/TAEKIWOO/Documents/Youngki Woo/Newsletters/한인범죄학회지/Member lists/KOSCA_Membership_form.doc
mailto:ipark@uakron.edu

Page 31

Vol. 12 No. 2 September 2022

2 XA KOSCA Membership HLH

2022 KOSCA

Membership

Join or renew your membership for access to division
activities, research opportunities, and to connect with
awesome members and for more!

202232 B HH 4 7|7H0| calendar year 7| E2 2 2FEL
ZHO|X| Ht 4 HO|X[0A “Join KOSCA"E 25t

KOSCA Membership

Registration

Membership Registration

v New Registration I

Renew Membership

Information Update

= 3|9 BEL Azy/AHEN 7 HHAE AL “Information update” £ MEHSIO] X|A HEE QUASYFA|H S
3| &AM MEO ==0| ELCt 2H 7= 22t2 AH| Zelle - kosca2020@gmail.com / Paypal - chun-
c

il.com EE= check/money order &&S Sl RS & AEL|CH

Active Member (H3| ) - $20
Student Member (443 &) - $10

Lifetime Member (E-43|-) - $300

** PaypalO|Lt M EILE0 & =27t FYSIEZ K| = F0[H Zelle 0|85 FHEFLIL
** Check/money order HELj& 2

Dr. Chunrye Kim (Treasurer) ckim@sju.edu

Sociology and Criminal Justice Department

Saint Joseph's University

5600 City Ave. Post Hall 133

Philadelphia, PA 19131
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otgotM e 2| o=,
KOSCA 54|

o

Facebook page Off CHaH QtLY E & L|Ct.

H|O|X| FAZ HZ HESIA| AL (https://www.facebook.com/KOSCA2020/)
Google AAH:

https://www.facebook.com

Nonprofit Organization

KOSCA - Korean Society of Criminology in

... - Facebook
Call for papers! Criminology & Public Policy is looking for research around the topic of "Place
Crime, and Race” for a 2022 Special Issue

IE = Facebook L0 Al KOSCAZ ZAMSIA|H EL|C},

<_

kosca

KOSCA - Korean Society of
Criminology in America
Nonprofit Org

janiZaton

Event, Publication, Awards &

LIt 82/87/%

1o
fot

A AAES SR UASLICL “Follow” SHA|E A4S RIOEA 4=
SHOtAA Ot= LIE A2AIE M= 2LHFA|Z| BHELC

KOSCA - Korean Society of
Criminology in

America

Zd

About

Events Photos

More ¥
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